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Trustworthy Machine Learning:

robustness?

Adversarial
Learning

Hallucination?

Conformal
prediction &
Abstention

Overview

Copyright?

Miscellaneous
topics

Privacy leakage? Bias?
Diffe;rential Fairness
Privacy

Learning
theory

@ Check out our Trustworthy ML class (AIGS703L / CSED703L)

Hallucination?
Privacy leakage?

Unlearning
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Trustworthy Machine Learning: Key Components

Definitions on
Trustworthiness

Algorithms Trustworthiness
to achieve guarantee
Trustworthiness of algorithms
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Hallucination in Al Security

@ Goal: Learning to minimize hallucination under adversarial attacks

mfin max E, hallucination(f(x + ¢))

» Learner's Goal: minimize hallucination
» Adversary’'s Goal: maximize hallucination
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Hallucination in Al Security
@ Goal: Learning to minimize hallucination under adversarial attacks
mfin max E, hallucination(f(x + ¢))

» Learner's Goal: minimize hallucination
» Adversary’'s Goal: maximize hallucination

@ Example in Agentic Al Security:

» Goal: Learning to minimize a task failure rate and harmfulness under adversarial attacks

minE, [failure(m(x + J))] subj. to E, [harmfulness(n(x+9))] < a Vo
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Hallucination in Al Security
@ Goal: Learning to minimize hallucination under adversarial attacks
mfin max E, hallucination(f(x + ¢))

» Learner’s Goal: minimize hallucination
» Adversary’'s Goal: maximize hallucination

@ Example in Agentic Al Security:

» Goal: Learning to minimize a task failure rate and harmfulness under adversarial attacks

minE, [failure(m(x + J))] subj. to E, [harmfulness(n(x+9))] < a Vo

@ Research questions:

© How to control a metric (e.g., hallucination) without adversaries?
@ How to control a metric (e.g., hallucination) with adversaries? — open question
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Outline

Q Conformal Prediction

@ Offline Conformal Prediction
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Conformal Prediction

Vladimir Vovk
Department of Computer Science, Royal Holloway, University of London
Verified email at rhul.ac.uk - Homepage
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Conformal Prediction

P

Viadimir Vovk Authors  Viadimir Vovk, Alexander Gammerman, Glenn Shafer

Algorithmic learning in a random world

Publication date  2005/3/1
Volume 29
Publisher ~ Springer
Description  This book is about conformal prediction, an approach to prediction that originated in

machine leaming in the late 1990s. The main feature of conformal prediction s the
principled treatment of the reliability of predictions. The prediction algorithms described—
conformal predictors—are provably valid in the sense that they evaluate the reliabilty of
their own predictions in a way that is neither over-pessimistic nor over-optimistic (the
latter being especially dangerous). The approach is still lexible enough to incorporate
most of the existing powerful methods of machine learning. The book covers both key
conformal predictors and the mathematical analysis of their properties.
Algorithmic Learing in a Random World contains, in addition to proofs of validity, results
about the efficiency of conformal predictors. The only assumption required for validity is
that of' randomness”(the prediction algorithm is presented with ...

Total citations ~ Cited by 1435

172008 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Scholar articles ~ Algorithmic learning in a random world
V Vovk, A Gammerman, G Shafer - 2005
Cited by 1435 Related articles  All 10 versions

...we are hedging the prediction — we are adding to it a statement about how strongly we believe
it. — Vovk et al., 2005
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Motivation

Conventional prediction:

Conformal prediction:

o

<

~

|

Toy terrier
Bulldog
poodle

}
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Motivation

Conventional prediction:
f:X—=Y

Conformal prediction:
C: X2

@ Conventional prediction is a “point” prediction.

@ Conformal prediction is a set-valued prediction.
@ The set contains “likely-correct” alternative options.
» The set size measures “uncertainty” !

@ Why not confidence prediction? User-friendly?
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Motivation: Decision Making

Toy terrier!

Toy terrier
C H ={ Bulldog ]
| ( L poodle _‘
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Why “Conformal”?

| mathoverflow

Home How is the "conformal prediction" conformal?

PUBLIC Asked 6 years, 5 months ago  Modified 6 months ago  Viewed 2k times.

<

Thanks for your interest. The term “conformal prediction” was suggested by Glenn Shafer, and
at first | did not like it exactly for the reason that you mention: it has nothing (or very little) to do
with conformal mappings in complex analysis. But then | discovered other meanings, even in
maths; e.g., Wikips has five on its 1 page for “conformal”:

« Conformal film on a surface (same thickness)
« Conformal fuel tanks on military aircraft

« Conformal coating in electronics

« Conformal hypergraph, in mathematics

« Conformal software, in ASIC Software

So the word did not look taken to me anymore. The expression that we had used before Glenn
proposed “conformal prediction” was even worse (“transductive confidence machine”).

Thanks to Hengrui Luo for drawing my attention to this question.

As for question (2), the answer depends on which robust predictors you have in mind. The
predictors with most similar properties are the ones in classical statistics (such as the standard
prediction intervals in linear regression based on Student's t distribution); the main difference is
that they are parametric. There is a predictive version of tolerance intervals in nonparametric
statistics, but their treatment of objects (x parts of observations (x,y), where y are labels) is
limited. Upper bounds on the probability of error given by standard PAC predictors are often
too high to be useful.
Share Cite Improve this answer Follow answered Apr 13, 2017 at 7:35
Viadimir Vovk
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Conformal (Prediction) Sets

Definition (conformal set)

Cx) ={yeV|f(xy)>q}
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Conformal (Prediction) Sets

Definition (conformal set)

C(x) ={y eV |f(x,y)>q}

@ We are using more recent notations based on inductive conformal prediction.
» The notations are from [Lei et al., 2018], [Vovk et al., 2005], [Tibshirani et al., 2019], and
their combination.
» Note that inductive conformal prediction [Papadopoulos et al., 2002] is an efficient variation
of full conformal prediction [Vovk et al., 2005].
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» f(x,y) is a likelihood of x for being y
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Conformal (Prediction) Sets

Definition (conformal set)

C(x) ={y eV |f(x,y)>q}

@ We are using more recent notations based on inductive conformal prediction.

» The notations are from [Lei et al., 2018], [Vovk et al., 2005], [Tibshirani et al., 2019], and
their combination.

» Note that inductive conformal prediction [Papadopoulos et al., 2002] is an efficient variation
of full conformal prediction [Vovk et al., 2005].

o f: X x )Y — R: a conformity scoring function

» Measures how well (x,y) conforms to a trained model f (via a proper training set)
» f(x,y) is a likelihood of x for being y

@ g: A parameter to be chosen by an algorithm.
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Conformity Scoring Functions |

Conformity scoring functions can be (almost) any model!

Example (classification)
f(x,y) = C|S(X7.y)

@ fys: a classification model, e.g., resnet
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Conformity Scoring Functions |l

Conformity scoring functions can be (almost) any model!

Example (standard regression in 1-dimension)
Fx,y) = —lu(x) =yl

@ [ a regressor
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Back to Conformal Sets

Definition (conformal sets)
C(x)={yeV|flxy)>aq}

@ A conformity scoring function f is given.
@ f is a target to measure uncertainty.

@ How to choose g7
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Assumption: Exchangeability

Assumption

A sequence of random variables X1, Xz, .

. Is exchangeable if for any permutation o, the
following holds:

]P{Xl :Xl,Xg :XQ,...} :]P{Xa(l) :Xl)Xo'(2) :XQ,...}.
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Assumption: Exchangeability

Assumption

A sequence of random variables X1, Xz, .

. Is exchangeable if for any permutation o, the
following holds:

]P{Xl :Xl,Xg :XQ,...} :]P{Xa(l) :X17XU(2) :XQ,...}.

@ The i.i.d. assumption implies the exchangeability assumption (why?).
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A Goodness Metric: Coverage Guarantee

Definition (coverage guarantee)

]P{Ynﬂ € 6(Xn+1)} >1-a
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A Goodness Metric: Coverage Guarantee
Definition (coverage guarantee)

]P{Ynﬂ € 6(Xn+1)} >1-a

o (Xi,Y))e X xYfori=1,...,n: atraining set
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A Goodness Metric: Coverage Guarantee

Definition (coverage guarantee)

]P{Ynﬂ € C“(Xnﬂ)} >1-a

o (Xi,Y))e X xYfori=1,...,n: atraining set
@ The probability is taken over (X;, Y;) fori=1,...,n+ 1.
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A Goodness Metric: Coverage Guarantee

Definition (coverage guarantee)

]P{Ynﬂ € C“(Xnﬂ)} >1-a

o (Xi,Y))e X xYfori=1,...,n: atraining set
@ The probability is taken over (X;, Y;) fori=1,...,n+ 1.
e (X, Y;)fori=1,...,n+1: the exchangeable samples (thus the i.i.d. samples)
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A Goodness Metric: Coverage Guarantee

Definition (coverage guarantee)

]P{Ynﬂ € C‘(Xnﬂ)} >1-a

o (Xi,Y))e X xYfori=1,...,n: atraining set
@ The probability is taken over (X;, Y;) fori=1,...,n+ 1.
e (X, Y;)fori=1,...,n+1: the exchangeable samples (thus the i.i.d. samples)

o C: A conformal set constructed by the training set
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A Goodness Metric: Coverage Guarantee

Definition (coverage guarantee)

]P{Ynﬂ € C‘(Xnﬂ)} >1-a

(X;,Y;) € X x Y fori=1,...,n: a training set
The probability is taken over (X, Y;) fori=1,...,n+ 1.
(Xi, Yi) for i =1,...,n+ 1: the exchangeable samples (thus the i.i.d. samples)

C: A conformal set constructed by the training set

1—a € (0,1): A desired coverage rate
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Quantile

Quantile of a Distribution

The level 8 quantile of a distribution F:
Definition (quantile)
Quantile(s; F) == inf{z | P{Z < z} > 5}

e F: a distribution over the augmented real line, RU {o0}
e Z~F

» allows multiple instances of the same element

20 /65



Quantile

Quantile of an Empirical Distribution

The level 8 quatile of an empirical distribution of the values vy.p:

Definition (quantile)

Quantile(3; vi.p) = Quantile (,8; % Z 5V;>
i=1

@ vi, = {v1,...,vp}: an unordered multiset

@ 0, a oO-distribution (i.e., a point mass at a)
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Quantile Algorithm

Definition (quantile algorithm)
Given (Xl, Yl), ceey (Xn, Yn),

Gi—o = Quantile(1 — a, V1., U {o0}),
where V; = —f(X;, Yi).

@ The implementation is as simple as finding the k-th smallest value.
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Coverage Guarantee of the Quantile Algorithm

Theorem ([Vovk et al., 2005, Lei et al., 2018])

Assume that (X;, Y;) fori € {1,...,n+ 1} are exchangeable. For any scoring function f and
any a € (0,1), denote the conformal set by

C(x) = {y ey ‘ —f(x,y) < 671_&}.
Then, we have
P{Yn—l—l € CA(Xn+1)} >1-aq,
where the probability is taken over (X, Y;).

@ This is a marginal coverage guarantee.
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Power of Conformal Prediction

The coverage guarantee is drawn with minimal assumptions.
@ It does not make assumptions on a distribution except for the exchangeability.

@ The guarantee holds for any conformity scoring function.
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Size of Conformal Sets

@ Application-dependent issues

» classification: set size
> 1-D regression: interval length
» multi-dimentional regression: e.g., volume

@ Larger set: uncertain (e.g., the entire set)

@ Smaller set: more certain (e.g., a singleton)
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Conclusion

e Conformal prediction is a powerful tool to construct a prediction set (for measuring
uncertainty) with correctness guarantees.

@ Conformal prediction has many applications due to its “distribution-free” and
“scoring-function-free” nature.
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QOutline

e Conformal Prediction

@ Online Conformal Prediction with Full Feedback
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Motivation: Distribution Shift

@ The main assumption of conformal prediction: exchangeability or i.i.d.
@ In practice, this is fragile due to distribution shifts.

@ Type of distribution shifts

» Covariate shift
» Label shift
>
| 3

Adversarial shift
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Adversarial Shift

@ Learning setup: follows an online learning setup, i.e.,

> there are multiple shifts over time
» p:(x,y): a distribution at time t
> (xt, ) ~ pe(x,y): a labeled example sampled at time t
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Adversarial Shift

@ Learning setup: follows an online learning setup, i.e.,

> there are multiple shifts over time
» pi(x,y): a distribution at time t
> (xt, ) ~ pe(x,y): a labeled example sampled at time t

@ Assumption: no restriction on shifts
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Adversarial Shift

@ Learning setup: follows an online learning setup, i.e.,

> there are multiple shifts over time

» pi(x,y): a distribution at time t

> (xt, ) ~ pe(x,y): a labeled example sampled at time t
@ Assumption: no restriction on shifts
@ Conformal prediction under distribution shift

» [Gibbs and Candes, 2021]: provides the coverage guarantee
» [Bastani et al., 2022]: provides the coverage guarantee for fairness
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Adaptive Conformal Prediction

Can we learn conformal sets under distribution shift?

Setup:
@ X: example space
@ V: label space
o C;: X — 2Y: a conformal set
@ A learning game between a learner and nature

fort=1,...,T do
Learner receives an example x; € X
Learner outputs a conformal set Cy(x;) € 2%
Learner receives a true label y; € Y
Learner suffers loss 1(y: ¢ Ce(xt))
Learner update a parameter of a conformal set
end for
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Adaptive Conformal Prediction

Intuition

» Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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Adaptive Conformal Prediction

Intuition

61(351)

» Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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Adaptive Conformal Prediction

Intuition

61(351)

Y1

» Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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Adaptive Conformal Prediction

Intuition

61(351) éz(xz)

1o

: » Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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Adaptive Conformal Prediction

Intuition

61(351) éz(xz)

Y1
Y2

: » Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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Adaptive Conformal Prediction

Intuition

61(351) éz(xz) 63 (x3)

" N I I

» Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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Adaptive Conformal Prediction

Intuition

61(351) éz(xz) 63 (x3)

Y1 I Y3 @
Y2
I

» Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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Adaptive Conformal Prediction

Intuition

61 (x1) éz (x2) 63 (x3) 64(x4)

S S|

» Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
31/65



Adaptive Conformal Prediction

Intuition

61 (x1) éz (x2) 63 (x3) 64(x4)

8 ST SR

» Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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Adaptive Conformal Prediction

Intuition

61 (x1) éz (x2) 63 (x3) 64(x4) 65 (xs5)

a1

: » Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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Adaptive Conformal Prediction

Intuition

61 (x1) éz (x2) 63 (x3) 64(x4) 65 (xs5)

111

» Time t

@ Adaptive conformal prediction progressively adjust a prediction set such that it covers a

desired number of samples.
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A Goodness Metric: “Empirical’ Coverage Guarantee

Definition (empirical coverage guarantee)

Z <Yt ¢ Ct Xt)) -«

1 — «: a desired coverage rate
T: a time horizon
C:: a conformal set at time t constructed by an algorithm

It is similar to the regret definition (but not exactly the same).

We wish to bound this quantity.
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A Goodness Metric: “Empirical’ Coverage Guarantee

Definition (empirical coverage guarantee)

Z <Yt ¢ Ct Xt)) -«

1 — «: a desired coverage rate

T: a time horizon

C:: a conformal set at time t constructed by an algorithm

It is similar to the regret definition (but not exactly the same).

We wish to bound this quantity.
Why not use the PAC guarantee?
» the PAC guarantee is for the batch learning.
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Algorithm

Main ldeas

@ Run the batch conformal prediction (CP) for each time

@ But adjust the coverage « for the batch CP to satisfy the empirical coverage guarantee.
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Algorithm

Algorithm 1 A standard version of Adaptive Conformal Inference [Gibbs and Candés, 2021]

1:
2:
3:

Lo ok

10:

11

the{l,..., T}

Oty S [0, 1]

fort=1t1,..., T do
(foa)in,Dg) + Randomly split the data {(x;, y;)}!Z; and obtain non-conformity scores
St < Update a scoring function using foa)in
gt < Quantile(1 — at,Dg U {oo})
Observe x;
Predict CAt(xt)
Observe y;

Update aity1 < o + 7y (a -1 (}’t ¢ CA't(Xt)))

: end for

o A conformal set: Ci(x;) == {y € V| Se(xe,y) < gt}
@ Until t1, the algorithm simply collects data.
@ The algorithm is not randomized.
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Coverage Bound

Theorem

Forall T €N, a € (0,1), and v > 0,

1 < ¢ max{a1,1 — a1} + 7
D1y # Elx)) - —

<

~|
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Coverage Bound

Theorem
Forall T €N, a € (0,1), and v > 0,

1 < R
Z 1 (}/t ¢ Ct(Xt)> —
t=1

@ The coverage decreases by O (%)

max{a1,1 —ag} +
Ty

<

|
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Coverage Bound

Theorem
Forall T €N, a € (0,1), and v > 0,

1 < R
Z 1 (}/t ¢ Ct(Xt)> —
t=1

@ The coverage decreases by O (%)

max{a1,1 —ag} +
Ty

<

|

@ This holds for any sequence ((x1,y1),...,(x7T,y7))!
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Coverage Bound

Theorem
Forall T €N, a € (0,1), and v > 0,

i ()/t ¢ Ct Xt)) -«

@ The coverage decreases by O (%)

max{a1,1 — a1} + 7

<
S T

@ This holds for any sequence ((x1,y1),...,(x7T,y7))!

> If (.A}(Xt) = ), the adversary will never win without randomization.

35/65



Coverage Bound

Theorem
Forall T €N, a € (0,1), and v > 0,

i ()/t ¢ Ct Xt)) -«

e The coverage decreases by O ()

max{a1,1 — a1} + 7

<
= T~

@ This holds for any sequence ((x1,y1),...,(x7T,y7))!
> If (.A}(Xt) = ), the adversary will never win without randomization.

@ Suppose a3 =0, v =0.01, and £ = 0.01 (which denotes the upper bound). Then, we
T =10, 100 observations to make the empirical coverage close to a desired coverage.
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Conclusion

e Adaptive Conformal Inference [Gibbs and Candes, 2021] is the first approach to learn a
conformal set under distribution shifts.
@ This is an example of running a batch algorithm within an online algorithm.

» The time and memory complexity is linear in T.
» See a more efficient (and general) approach [Bastani et al., 2022]
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QOutline

e Conformal Prediction

@ Online Conformal Prediction with Partial Feedback
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OCP with Adversarial Semi-Bandit Feedback [Yang et al., 2026]

g Which animals could x, be? x; = %f
Choose 7, for (f,[t(xt) =l filxy) = m}

fe(xt, Frog) m, fe(%e, Lion)
e ——

fi(xe, Cat)

m:

fe(xe, Dog) — fe(xe, Wolf)
» | |

. 3

2

Casel: m,(m,) =0 @ \ /"~ Case2: m;(m;) =1 @
Dog € €y, (%) = {Lion, Dog, Wolf, Cat} Dog & Cr,(x,) = {Cat}
1. Observe the true label y,: Dog
Full 1. Observe the true label y,: Dog 2. Full Feedback of w € I
Feedback 2. Full Feedback of € IT vr €lstm < fi(x, Dog) &
vr € lstm < fy(xg, Dog) @ vr € s.tm > fi(x, Dog) @
Semi-bandit vr € Mstm > fi(xy, Dog) @
Feedback (Ours)
= Partial Feedback of m; @
Bandit Partial Feedback of m; %
Feedback K

@ A novel online conformal prediction method, updated by only using partial feedback
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Outline

e Conformal Abstention
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QOutline

e Conformal Abstention

@ Offline Conformal Abstention
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Motivation

e Conformal prediction is fine but requires post-processing (i.e., human-in-the-loop)

Toy terrier
¢ H ={ Bulldog }
| poodle

Toy terrier!

e Can we use this in fully automated systems (i.e., without-human-in-the-loop)?
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Learning Setup

A standard supervised learning setup:
e X': an example space
@ ): an example space
@ D: a distribution over X x Y
@ Z ~ D": a calibration set
e F: a set of selective predictors (will introduce soon)

@ loss: a false discovery rate (will introduce soon)
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A Selective Classifier

Definition (a selective classifier)

S0 = {ﬂx) it F(x,9(x) = 7

IDK otherwise

f: X x)Y — Rsg: a scoring function

v : X — Y. a classifier, i.e.,
y(x) = argmax f(x,
7(x) gyey (x,¥)

7 € R>o: a parameter
IDK: “l don't know"
§:X — YU{IDK}: a selective classifier
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A Goodness Metric: False Discovery Rate

Definition (false discovery rate (FDR))
IP{y £ 5(x) ‘é(x) ” IDK}

@ the FDR is equivalent to the precision

@ The following equivalence may be useful:

P{y # 5(x) |5(x) # K} = P{y # 9(x) | 5(x) # 10K}
=P{y # 909 |f(x.500) > 7}

e uncomfortable fact: the FDR is not monotonic in 7 (you will see why)
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Goal: Achieving a PAC-Style Guarantee

Goal
Find a PAC algorithm that returns S, ie,

P {IP{y £ 5(x) ]é(x) ” IDK} < g} >1-4
@ This is an ideal goal.

@ This PAC guarantee for any € can be achievable under some condition.
» This is related to the monotonicity of the FDR.
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Assumption

Assumption (i.i.d.)

Labeled examples are independently drawn from the same (and unknown) distribution D over
labeled examples X x ).

@ Same as the assumption for PAC algorithms
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Motivation: Direct Comparison

Conformal Prediction
@ Predictor form:

C(x) = {y ey ‘ fx,y) > T}
e Guarantee: a coverage guarantee
P { y ¢ é(x)} <e

@ Assumption: exchangeable or i.i.d.

to Conformal Prediction

Selective Prediction
@ Predictor form:

§(x) _ {)A/(X)

if f(x,y(x))>71

IDK otherwise

o Guarantee: a false-discovery rate
guarantee

IP{y £ 5(x) ‘§(x) 4 IDK} <e

@ Assumption: i.i.d.
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Algorithm

Idea

e Enumerate all candidate hypotheses (i.e., a set of 7s), i.e,
Fia, 7)) £ 906)), - £, 9 (xa)) - for (x,-) € Z
@ For each hypothesis, compute a binomial tail bound, i.e.,
P{y # 9(x) | F(x,9()) 2 71} < Uginomiai(7is-) for 7 = F(xi, 9(x))
@ Choose a hypothesis that has the binomial tail bound smaller than ¢, i.e.,
Usinomial (Ti - --) < €

@ Minimize 7 to maximize efficiency, i.e., recall the definition of the selective classifier:

S0 = {y(x) i (%, 9(x) = 7

IDK otherwise
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Algorithm

Algorithm 2 Selective Classifier Learning Algorithm A [Geifman and El-Yaniv, 2017]
1: procedure SC(f, 9, Z, ¢, 0)

2: Z <+ SORT¢(Z) (>) Sort Z in an increasing order of f(x;, 7(x;))
3 (L)« (1,12)

4: for i =1 to [log, |Z|] do

5 7 F Xy a1 Iy 21))

6: _ ) {(x,y) € Z | f(x,9(x)) > 70}
7: k<'> D pyez) Ly # 9(x))

8 U Ugipom (K512, 6/ [log |Z11)
9: if U") < ¢ then

10: i [(i+1)/2]

11: else

12 P [ +7)/2)

13: end if

14: end for _
15: return 7(), Y
16: end procedure

49 /65



FDR Guarantee

Theorem ([Geifman and El-Yaniv, 2017])
For any f and D, we have

P{y #5903 | f(x,90)) 2 7} < 0

with probability at least 1 — 8, where the probability is taken over Z ~ D" and (7, U) = A(Z).

o U < € may not be true
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Conclusion

@ Selective prediction could be a good alternative for conformal prediction.

@ Selective prediction may not satisfy the PAC guarantee.
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QOutline

e Conformal Abstention

@ Online Conformal Abstention Full Feedback
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QOutline

e Conformal Abstention

@ Online Conformal Abstention Partial Feedback
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OCA with Adversarial Bandit Feedback [Lee et al., 2026]

Without online conformal abstention With online conformal abstention (ExAUL)

Context: H . Context:
Solar energy H Xi: What are the two main types of (55 | Solar energy

Xi: What are the two main types of {

solar-induced chemical reactions? solar-induced chemical reactions?

¥i: Thermoch

Thermochemical and photochemical reactions
s oy
- The two main types of solar-induced chemical : This is out of my scope.
W reactions are photosynthesis and photolysis. : W Can you ask me something else? o)
Xi+1: OK.. What is one of the challenges X 138 H Xi+1; OK, What is one of the (53
associated with making carbon-based - ! challenges in producing carbon-based -
. Context: : . Context:
Xj: What version of Linux is sold by {3 3] | PlayStation 3 H Xj: What version of Linux is sold by o0 PlayStation 3
Fixstars Solutions for the PlayStation 37 | SR : Fixstars Solutions for the Playstation 37 | SR
Viove : ¥ Yellow Dog Linox

s %S
~ Fixstars Solutions sells Yellow Dog : O Fixstars Solutions sells Yellow Dog
W Linux for the PlayStation 3. H W Linux for the PlayStation 3. -

T l(e=1)
ﬁ>a

ical and photochemical reactions

B prig! (§¢(X¢) AIDKA e = 1) )

o il (S‘t(xt) # IDK)

FDR

@ A base generator does not satisfy a desired level of hallucination in terms of the false
discovery rate (FDR).

@ A base generator with conformal abstention provides a desired level of hallucination.
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Online Learning

User Online Conformal
Conformal Abstainer

3 1. Provide a question X; % Generator G
— wd o e
° c +

3. Decide whether to abstain

5. Veerify generation 4. Provide selected . G(xi) it fxi, Gx)) 270 <
B =

"y & IDK otherwise
eneration S (x
Iﬁa 0r<§§) g : (xt)

IEIE €1k 8.U

0
with feedback unlocking

Control REPR
Learning Protocol:

© Observe a question x;
@ Generate an answer G(x;)

Abstention
Adversarial Bandits

Learner Pt

2. Learner selects
— anarmTt ~ Pt

Learner Pr+1

pdate

) +——Ft+
g}] 1 6. Provide feedback €t 0 e Joo1 Learner
‘5 —— 7. Compute loss gl(,)__;_/'

Minimize Regy

via Regret-to-FDR Conversion Lemma!

@ Decide to select the answer or not, i.e., S(x¢) = G(x;) or IDK

© Observe feedback e;
© Update a learner for conformal abstention
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Conformal Abstainer (or Selective Predictor)
Conformal Abstainer

§ (X ) _ Gt(Xt) |f ft(Xty Gt(Xt)) Z Tt
ao IDK otherwise

@ ‘“selective predictor” is more widely used but we will use “conformal abstainer” to
highlight its guaranteeing property.

X¢: an example or a question
Gy: a predictor or a generator
fy: a scoring function, i.e., whether G(xt) conforms to x;.

Xt, fr, G¢, Tt all can change over time — but we will fix some, i.e., f, G, afterwords.

T¢: the main learning parameter
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Goodness (or Trustworthiness) Metric
FDR metrics

. S L, 1(Sux) £ 0K) -
(Empirical FDR) FDR7t = ST 1(5,(xe) % IDK)

;
(FDR Risk) RFPR =" [11(§t(xt) £ IDK) - e; — al(Se(xc) # IDK)]

t=1

What's the meaning of FDR?

a: a desired FDR level

We wish to find S; that satisfies FDRT < o

The FDR risk considers a desired FDR level « in its definition.
But, we need to consider a secondary metric as well (why?):

Ineffr == Z (5¢(x¢) = IDK)
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How to Learn §t?

online learning with partial feedback

Learning S = Choosing the best 7; =  Choosing the best arm in “bandit problems”

@ Here, we assume 7 is a finely quantized real value between 0 and 1.

@ Do you know bandit problems?
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Problem Reduction

‘ online conformal abstention adversarial bandits

models ‘ conformal abstainers H finite arms H
feedback | et l(Te, @)
metric ‘ FDR 7 and Inefff Reg

@ We leverage adversarial bandit problems to address our problem
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Goal of Adversarial Bandits

Regret
T T
Reg; = Zﬁt(ﬁ) - ;neiﬂZEt(T)
t=1 t=1

T: a number of turns or interactions
H: a set of arms

°
°

@ /+: a loss function at time t

@ T7¢: an arm selected by a learner at time t
°

The goal of the adversarial bandit problem is to find a learner to choose 7; that minimizes
the regret.

How to find such learner?
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Connection Between Regret and FDR?

Lemma (Regret-to-FDR Conversion Lemma)

Let T € N and a € (0,1). For any (x¢, yt) sequences, leading to any loss sequences {;
(following some forms) with any a; : H — [0, 1] and e; € [0, 1], we have

T(1 — Ineffr) + (1 + \)Reg+

RFDR <
L A

= O(T/A+ Regr) = O(VT),

where the second equality holds if we take \ = /T and Regr = O(v/T).

o Takeaway messages
@ The regret and the FDR are connected!
© We can use any regret minimizer for minimizing the FDR risk!

@ We assume a special form of loss as follows:
at(T) -+ )\dt(’r, Ck)
14 =
t(T7 a) 1 + )\

> The loss balances between inefficiency a;(7) = 1(5(x; 7) = IDK) and one-step FDR risk
de(7, @) == 1(S(x¢; 7) # IDK) - e — al(S(x¢; 7) # IDK) + .

€ [0,1]
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Method Overview

User Online Conformal Abstention
Conformal Abstainer H Adversarial Bandits
V&l H
Q 1. Provide a question % Generator 7 Learner Pt
ﬁ + ¢ """"""" T,
g +

3. Decide whether to abstain

. 2. Learner selects
5. Verify generation 4. Provide selected Soxam) {G(x,) if f(xt,G(x)) =7 <— anarm T~ Pt
7)==

IDK  otherwise

generation S, (x;)
SE )
&/ Learner Pe+1

l 3 ﬁ { 8. Update
6. Provide feedback e: 0 T I Learner

é “ 1
0 ﬁ — 7. Compute loss 7, (7

with feedback unlocking

Control REPR ‘ Minimize Reg
via Regret-to-FDR Conversion Lemma!
@ Flow of our method:
@ (problem reduction) online conformal abstention (OCA) to adversarial bandits
@ (algorithm) propose a novel bandit method that leverages a special structure of OCA
© (regret guarantee) prove that the proposed method achieves a bounded regret.

@ (FDR guarantee) achieves the FDR risk bound via the regret-to-FDR conversion lemma.
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Recap

Takeaway
For certified defenses, we need to know basic ingredients of learning theory.
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