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Attacks on LLMs and Their Friends

Question
LLMs open up interesting and practical applications, e.g., chatbot. Are they safe and secure?

✓ LLMs are more interseting targets – why?

✗ Finding “adversarial examples” (aka adversarial prompts) is difficult – why?
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Attacks on LLMs

Questions
How to find adversarial prompts?

Why challegning?

We will see two basic methods.

▶ Greedy Coordinate Gradient (GCG)
▶ hard Prompts made EaZy (PEZ)
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Greedy Coordinate Gradient (GCG)

Goal
Find an adversarial suffix.

GCG is a standard attack on LLMs ( = a good baseline).

GCG is inspired from traditional gradient-based attacks.
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GCG Objective

Objective

min
xI∈[V ]|I|

− log p(x∗n+1:n+H | x1:n)︸ ︷︷ ︸
L(x1:n)

I: the indices of adversarial suffix tokens

V : the total number of tokens

[V ] := {1, 2, . . . ,V }

p(xn+1:n+H | x1:n): the probability of xn+1:n+H w.r.t. the LLM given x1:n

x∗n+1:n+H | x1:n: a speical postfix, e.g., “Sure, here is how to builda bomb”

This optimization is challaning – why?
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GCG Pseudo Code

What and why ∇exi
L(x1:n)?
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Key Part of GCG

Question

What and why ∇exi
L(x1:n)?

xi ∈ [V ]: a token index

exi : a one-hot vector of xi , i.e., exi [xi ] = 1 and zero otherwise

Recall embedding lookup:

▶ embeding lookup table: T (xi ) := {xi : (an embedding vector for xi )} – this dictionary
representation is not differentiable w.r.t. xt

▶ However, the embedding lookup can be equivalently represented via inner product, i.e.,

T (xi ) = Eexi ,

where the xi -th column of E is the embedding vector for xi – this is differentiable w.r.t. exi
▶ Note that this is the approximation of what we originally want.

−∇exi
L(x1:n) ∈ RV : measures the senstitivy of each token.

▶ the top-k tokens well reduces the loss = good candiates for an adversarial prompt.
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Attacker’s Capabilities of GCG

1 (model) An attacker has access to target models – why?

2 (input) An attacker can change prefix arbitrarily.
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Hard Prompts made EaZy (PEZ)

Goal
Find a prompt to generate unsafe results.

Why challegning?

Rule-based content filters for copyright can be bypassed in generating “Afghan girl” as above.

This paper is on prompt tuning, but also demonstrated attacks – why you can see in this class.
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PEZ Objective

Objective

min
P′⊆E

EX,YLtask(B(P′,X),Y, θ)

P′: a set of embedding vectors to be tuned.

E: a set of embedding vectors

ProjE(v): a projection of v onto the nearest embedding vector in E

(X,Y): a sample of an input X and an output Y – for attacks, we may assume X = ∅

B: a broadcasting function – for attacks, we may assume it as an identity function.

θ: a model

Ltask(x , y , θ): a task loss function – if θ(x) is close to y , this is small.
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PEZ Pseudo Code

Why need projection, i.e., ProjE?

Why not update P′ directly?
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Threat Model (=Attacker’s Capabilities) of PEZ

1 An attacker has access to models – but hard prompts have high transferability.

2 An attack change the entire input.
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Discussion: Basic Attacks on LLMs

Both GCG and PEZ propose to generate hard prompts. Is this practical?

Is the white-box attack practical? How to overcome this?

Why not consider a “generative attacker”?

How to evaluate whether an adversarial prompt acheives the goal (e.g., generating harmful
responses)?
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AutoDAN-Turbo – Automated Attacker PoC

No finetuning over LLMs but evolving strategy library (= a set of “personas”)

Just use LLMs:

▶ Attaker LLM = Summarizer LLM = Llama-3-70B, ...
▶ Victim LLM = Gemma-7b-it, ...
▶ Scorer LLM = Gemma-1.1-7B-it

Is there a better approach instead of exploiting pretrined LLMs?
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Attacks on LRMs

Question
How to find adversarial prompts by exploiting reasoning of target models?

Attacks specifically leverage reasoning capabilities of target models.

We will see a simple but effective (and expensive) method.

▶ Chain-of-Thought Hijacking: achieving the attack success rates as follows:
⋆ Gemini 2.5 Pro: 99%
⋆ ChatGPT o4 Mini: 94%
⋆ Grok 3 Mini: 100%
⋆ Claude 4 Sonnet: 94%
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Chain-of-Thought Hijacking: Example
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Chain-of-Thought Hijacking: Workflow

Black-box attack: only getting feedback (e.g., refused or not) from target models.

Prompts are framed to sovle intricate puzzles: this triggers the following (but not enough details):

▶ The target model considers this as demanding reasoning tasks.
▶ The target model/system warrants substantial CoT budget.
▶ The puzzle seduces the model into following the harmful instruction.
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Threat Model of CoT Hijacking

1 An attacker has only access to the inference results of target models – an black-box attack

2 An attacker targets only reasoning models

3 An attack change the entire input.
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Attacks on RAG

Question

How to find passages (e.g., an external database for RAG) which trigger an LLM to return wrong (and
possibly malicious) answers?

More challenging: adversarial prompts v.s. adversarial “passages”

We will see PoisonedRAG.
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PoisonedRAG: Overview
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PoisonedRAG

Objective

Conduct a knowledge corruption attack, i.e.,

max
Γ

1

M

M∑
i=1

1 (LLM(Qi ; E(Qi ;D ∪ Γ)) = Ri )

subj .to E(Qi ;D ∪ Γ) = Retrieve(Qi , fQ , fT ,D ∪ Γ) ∀ i = 1, 2, . . . ,M

M: the number of target questions

Qi : a target question

Ri : a target response

Γ: malicious passages

D: benign passages

fQ : a question embedding vector

fT : a passage embedding vector
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PoisonedRAG: How to Generate Malicious Passages?

Malicious Passage

P = concat(S , I )

Two conditions that P needs to have:

1 generation condition: construct P to answer Q
2 retrieval condition: construct P to be retrieved by Q

If P = Q,

✓ retrieval condition
✗ generation condition

If P = I (where I is a malicious passage),

✗ retrieval condition
✓ generation condition

Consider P = concat(Q, I ) such that

▶ P is retrived by Q
▶ P can generate a wrong answer (due to I ).
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PoisonedRAG: Pseudo-Code

Generate I via an LLM with the above prompt.
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Threat Model of PoisonedRAG

1 (blackbox attack) an attacker does not have access to LLM and retrieval models.

▶ Note that the paper includes an white-box attack as well.

2 An attacker can select M target questions.

3 An attacker can inject N malicious passages into a knowledge database.

▶ it is possible to maliciously edit 6.5% (conservative analysis) of Wikipedia documents.
▶ For an attacker, it is enough to eidt a few Wikipedia documents.
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Conclusion

We reviewed a few basic attack methods, which target the following models:

▶ LLMs
▶ LRMs
▶ RAG

We review more complex models and complex attack algorithms.

▶ Black-box optimization method: zeroth-order optimization
▶ Policy optimization methods: GRPO
▶ RL-based attacks for LLMs
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