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Motivation: LMMs

Why LMMs?
An LMM is a clearly richer model than an LLM.

@ LLM: text — text
o LMM:

> (text, image) — text
> text — image
-
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Motivation: Attacks on LMMs

Digital SceneTAP

@ typographic attacks [Cao et al., 2025]

Question: How many black
chairs are there in the image?

Response from ChatGPT4o

Answer to Original Image:
There are three black chairs.

Answer to Digital SceneTAP:
There are two black chairs.

Answer to Physical SceneTAP:
There are two black chairs.

Physical SceneTAP
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Overview: Diffusion Models

Text-to-Image Synthesis on LAION. 1.45B Model.

"A street sign that reads *A zombie in the *An image of an animal *An illustration of a slightly A painting of @ A watercolor painting of a *A shirt with the inscription:

“Latent Diffusion” ’ style of Picasso’ half mouse half octopus’ conscious neural network’ squirrel eating a burger’ chair that looks like an octopus’ “I love generative models!” *

e
DIFFUSION

@ A kind of density estimators along with VAE, GAN, and normalizing flow.
@ Diffuson models acheive amazing performance.

@ Useful for text-to-image generation
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Diffusion and Denoising Processes with Examples

@ — direction: diffusion (or noising) process.

» Add small noise at each step
» Being used in a learning phase

@ «— direction: denoising process.

» Remove small noise at each step
» Being used in a generation phase
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Latent Diffusion Model Architecture [Rombach et al., 2022]
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@ Consists of two main parts:
@ Learning: a pipeline for diffusion processes
@ Generation: a model for denosing processes
@ latent space vs image space?

@ Conditioning via cross-attention
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Generation Step of Diffusion Models

Generation Step

1 1—
Zi1 = Zy — “_t 50(Zt7 t, C) + o€
LT V31— a;

@ generation = denoising process

@ £¢: a denoising model

@ ¢~ N(0,/): noise

@ c: a condition (e.g., text embedding vectors)

@ «;: a noise schedule parameter

o a::=[[i,as

@ But, all we need is...this generation step is differentiable w.r.t. c.

> assume that an attacker injects an adversarial prompt to generate a harmful image.
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Overview: Vision-Language Models (VLMs)

User
LLaVA

Source: https: //www.barnorama. com/wp- content/uploads/2016/12/03- Confusing-Pictures. jpg

‘What is unusual about this image?

The unusual aspect of this image is a man ironing clothes on the back of a minivan or
van. This is not a typical place to perform this activity, as one would usually iron clothes

in a more stationary and safe location, such as a home, using a regular ironing board.

The scene depicted in the image is peculiar as it involves a makeshift ironing setup on a
vehicle, which can be both unsafe and unconventional. Additionally, it is not clear how
the man is able to maintain balance and stability while ironing clothes in such an unstable
environment.

@ Often we use VLMs for text generation from an image and an instruction.

@ VLMs consist of (roughly) three modules:

@ a vision encoder
@ a language model
© a fusion mechanism
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LLaVA [Liu et al., 2023]
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@ Input:
> image: convert an image into “visual” tokens, and then converted to a list of token vectors
> text: converted the same way as LLMs.

@ Output:
> text: generated in the same way as LLMs.

@ Models:

» Visual encoder: CLIP image encoder (ViT-L/14)
» Projection: a linear layer

» Language model: Vicuna 12/18



CLIP [Radford et al., 2021]

(1) Contrastive pre-training
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(2) Create dataset classifier from label text

A photo of
a (ot .

(3) Use for zero-shot prediction

Image
Encoder

& photo of
a dog.

@ CLIP jointly trains an image and a text encoder.

@ High cosine similarity between a visual token and text token represents their correlation.

@ CLIP can be used as a classifier.
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