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Motivation: LMMs

Why LMMs?
An LMM is a clearly richer model than an LLM.

LLM: text → text

LMM:

↭ (text, image) → text
↭ text → image
↭ ...
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Motivation: Attacks on LMMs

typographic attacks [Cao et al., 2025]
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Overview: Di!usion Models

A kind of density estimators along with VAE, GAN, and normalizing flow.

Di!uson models acheive amazing performance.

Useful for text-to-image generation
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Di!usion and Denoising Processes with Examples

↑→ direction: di!usion (or noising) process.

↭ Add small noise at each step
↭ Being used in a learning phase

↓↑ direction: denoising process.

↭ Remove small noise at each step
↭ Being used in a generation phase
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Latent Di!usion Model Architecture [Rombach et al., 2022]

Consists of two main parts:
1 Learning: a pipeline for di!usion processes
2 Generation: a model for denosing processes

latent space vs image space?

Conditioning via cross-attention
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Generation Step of Di!usion Models

Generation Step

zt→1 =
1

↔
ωt

(
zt ↑

1↑ ωt↔
1↑ ω̄t

εω(zt , t, c)

)
+ ϑtε

generation = denoising process

εω: a denoising model

ε ↗ N (0, I ): noise

c : a condition (e.g., text embedding vectors)

ωt : a noise schedule parameter

ω̄t :=
∏t

s=t ωs

But, all we need is...this generation step is di!erentiable w.r.t. c .

↭ assume that an attacker injects an adversarial prompt to generate a harmful image.
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Overview: Vision-Language Models (VLMs)

Often we use VLMs for text generation from an image and an instruction.

VLMs consist of (roughly) three modules:
1 a vision encoder
2 a language model
3 a fusion mechanism
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LLaVA [Liu et al., 2023]

Input:
↭ image: convert an image into “visual” tokens, and then converted to a list of token vectors
↭ text: converted the same way as LLMs.

Output:
↭ text: generated in the same way as LLMs.

Models:
↭ Visual encoder: CLIP image encoder (ViT-L/14)
↭ Projection: a linear layer
↭ Language model: Vicuna
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CLIP [Radford et al., 2021]

CLIP jointly trains an image and a text encoder.

High cosine similarity between a visual token and text token represents their correlation.

CLIP can be used as a classifier.
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